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Trust, Authentici

ty, and

Discursive Power in Cyberspace

Immersed in a time warp, space is constantly being redefined.

onverging technologies
Csuch as those of the dig-
ital cell phone, hand-
held Web browsers, and
ubiquitous Internet have
opened up a world of
information at a relatively
low cost. As a result, the definition of the globe has
been transformed. Space is constantly being rede-
fined as we experience a process of “space shrink,”
where distances become irrelevant. Clicking on a
Web browser carries little implications about where
a particular Web site is located in space. Distances
matter little, and traditional boundaries and hurdles
to information availability simply evaporate as we
seamlessly click through Web sites and explore
obscure news events that might have unfolded only
hours ago at a distant location.

Simultaneously with space shrink, we are
immersed in a “time warp” as global information
becomes instantly available to us as bits and bytes on
the Internet. Using a digital cell phone it is now pos-
sible to read and respond to an email message that
originated minutes ago at a computer located thou-
sands of miles away. In the emerging “right here,
right now” culture we are always connected, literally
“jacked into,” a discursive space where waiting for
information has become an unacceptable phenome-
non. In short, we have created a new globe where we
want to be heard immediately and we expect an
immediate response.

As we begin to live in this new environment, we
allow technology to reshape the very ethos of our
existence. Indeed, the appropriateness of this deliber-
ation lies precisely in the fact that in traditional
Greek scholarship the notion of the “place we live in”
is synonymous with the idea of ethos, and we have
interpreted the Internet is as a cyberspace where we
live and speak [1].

The first question to consider as we explore the
ethical implications of the creation of a cyberspace
shrunk in space and time is: Whose voice can be
trusted? This is a fundamental ethical question where
the trustworthiness of the voices in our new cyber
dwelling place (ethos) is called into question. This
becomes a critical question because anyone with
access to the Internet, and with little technological
savvy, can have a voice in cyberspace by designing a
home page. With the presence of numerous voices
the question of trust is particularly urgent. In a
space-shrunk environment the traditional parameters
of trust related to “who we know” begin to disappear
as the voices represent diverse histories and
geographies.

The question of trusting the voices in cyberspace
must also be linked to the issue of authenticity. The
notion of authenticity deals with which voice in
cyberspace can be considered the one that best
speaks about an issue. In cyberspace, where many
voices contend to be heard, some can claim to have a
greater legitimacy to speak about something. In an
emerging post-modern condition where many voices
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speak together, and many images and representations
come our way, it is important to be able to decide
which image and representation is the most valid.
Even if we can trust the voices, which voices would
be considered the authentic representation of a phe-
nomenon? This question is important because even
trustworthy voices bring the ideological baggage that
implicates the speaking positions. The audience in
cyberspace must constantly weigh the genuineness of
every utterance with respect to the worldview pre-
sented by a speaker. Particularly when the discourse is
not about issues that are well documented, the judg-
ment of authenticity becomes trickier.

Consider, for instance, the way in which a city
such as Calcutta in India is presented in various dis-

unique space where the relations of power have
become problematic. In cyberspace it is the discursive
power of the speakers that becomes most important.
Very often, in cyberspace how something is said and
the fact that something can be said at all, could
become more powerful than what is being said.
Therefore the question: Who has the power to speak
for whom? The transition to cyberspace has made it
possible for the marginalized to speak for themselves
as opposed to being spoken for by the powerful.
However, this redistribution of power makes the
questions of trust and legitimacy of representation
more complicated as the ethos of cyberspace is pro-
duced by people who do not possess the traditional
vestiges of power related to political and economic

Cyberspace has made it possible for the marginalized to speak for

themselves as opposed to being spoken for by the powerful.

courses on the Web. Sites maintained by Western
travel advisers describe Calcutta as a city of “old
mansions, dripping with moss and spotted with
mildew” (www.fodors.com). Yet, there are other sites,
such as “Calcutta Online,” maintained by people liv-
ing in Calcutta and focusing on places such as the Sci-
ence City, described as “one of the few such facilities in
the world, the Science City near the Eastern Metro-
politan Bypass has a huge dome and bigger-than-life
representation of dinosaurs and such. Hi-tech com-
bines with impressive visuals to bring science closer to
people” (see www.calonline.com). Having lived in
Calcutta, and being intimately familiar with the
place, I would claim that both these descriptions are
two equally trustable pieces of information. For visi-
tors going to Calcutta, however, judgments need to
be made about which representation is more authen-
tic, and why the different speakers have different
perspectives.

Netizens also are forced to constantly make deci-
sions about the trustworthiness and genuineness in a
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clout. Indeed, these are the new kids on the block,
where the “block” is a global discursive space, and as
with all “new kids,” it is always difficult to know
whether to trust them. Trust becomes particularly
dubious when the new kids are the ones who might
have been traditionally marginalized and powerless.
The connection between trust, authenticity, and
power then results in a broad question: Which repre-
sentation might be trusted as more authentic when
the same phenomenon may be represented by the
“spoken for” discourse, as well as represented by the
speakers’ own discourse? This is the culmination of
many of the ethical issues emerging as new technolo-
gies create the potential for the multiple discourses to
occupy and produce the new dwelling place of the
Net. On the one hand, if it was possible to assume
an ethical stance for all speakers, it might appear that
the representation produced by the speakers’ own
voice should be trusted since it can be considered
authentic, and the meaning of the representation
produced by the other voices will necessarily be



implicated by the others’ ideological positions, even if
they were not ethically unsound. Yet, as argued ear-
lier, it could be that the speaker does not hold an eth-
ical position and is necessarily interested in deception,
and thus the speakers’ own representation cannot be
trusted. The ethical representation of the other is far
more reliable. In such a situation, if the lies were
obvious then the ethical question becomes easy to
settle. However, in cyberspace, where our lived expe-
rience is increasingly dependent on digital representa-
tions without a clear indication of the undeniable
truth, it becomes far more difficult to find the lies.
Indeed, technological savvy and the slick presentation
of the “facts” can make any representation appear to
be the truth, particularly when the “facts” are pre-
sented with the use of conventional technological
adornments related to a “good” Web site. In that situ-
ation, Netizens constantly face the dilemma of what
they should trust.

This dilemma is particularly true in the case of
international issues, in which most Netizens might
not have a direct experience but instead depend on
the mediated representation of the event. Consider
for example the popularity of email and newsgroups
during the conflict in Kosovo, when international
troops moved into sovereign territory to ensure the
safety of innocent human beings subjected to ethnic
violence. While the conflict was being described and
reported in the mainstream media, students and
intellectuals from Belgrade using email and news-
groups questioned the international initiative. In such
situations, where the atmosphere is charged with con-
flict and specific ideologies are at loggerheads, the
answer to the question about trust on the Net
becomes significant. How is the Netizen to judge the
voices of the people in Belgrade? Should they be dis-
counted as “digital propaganda” packaged to resemble
“authentic” voices of individuals, or should these
voices be trusted as the legitimate voices of people
who can now use the Internet to be heard?

In the end, what Netizens decide about trust,
authenticity, and discursive power shapes the ethos of
cyberspace. From the pessimistic perspective, the
shape of cyberspace is constructed as a new dwelling
place where no one can be trusted, nothing can be

considered to be authentic, and Netizens become
wary of acknowledging anyone. The optimistic per-
spective might suggest that voices can be trusted in
cyberspace, the legitimate representation can be
found in a dialectical process of examining the vari-
ous voices, and ultimately the Netizens are able to
confidently acknowledge the multitude of voices,
thus giving them the power they seck and the atten-
tion they deserve.

In many ways some of the most visible and public
debates about the ethics of cyberspace and the new
communication technologies have over adopting one
of the two possible perspectives. I would argue that
the debates about the Communication Decency Act
and the discussions around cyberspace privacy and
encryption might appear different from each other.
Fundamentally, however, they both deal with ques-
tions of trust in cyberspace, what must be acknowl-
edged as authentic, and how Netizens must behave in
the living space. Perhaps because both the optimistic
and pessimistic positions are equally untenable, even-
tually a mix between the two will appear. We know
cyberspace allows us to stay in touch globally while
understanding that not all we encounter can be
trusted; it is also understood that without cyberspace
many alternative and marginal voices would remain

unheard. @

REFERENCE

1. Hyde, M. and Mitra, A. On the ethics of creating a face in cyberspace:
The case of a university. In V. Berdayes and J. Murphy, Eds. Comput-
ers, Human Interaction and Organizations. Praeger, New York, 2000,
161-188.

ANANDA MITRA (ananda@wfu.edu) is an associate professor in
the Department of Communications at Wake Forest University,
Winston-Salem, NC.

© 2002 ACM 0002-0782/02/0300 $5.00

COMMUNICATIONS OF THE ACM  March 2002/Vol. 45, No. 3 29



